aining blank pages.

, compulsorily draw diagonal cross lines on the rem

Important Note : 1. On completing your answers

50, will be treated as malpractice.

2. Any revealing of identification,

appeal to evaluator and /or equations written eg, 42+8
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T
i

List the four classic crypto. *% mr»“’” \ (04 Marks)

Explain any three classic cryptof* qglpher in brief. p (12 Marks)

4

i \\,

‘ OR wm

Write the basic termmolg\g of crypto, with neat dlagram, indicating crypto as a Black box.
(08 Marks)

List any three cipher and explam the following c1pher in brief: (i) Cipher of election of 1876

(i1) Codebook C1pher (ii1) Modern Crypto Hlstory (08 Marks)

N Modulei
Explam Jn bmef (i) Birthday problem (ii) Birthday attack (08 Marks)
Explam in brief: (i) Non-cryptographm%hashes (i) HMAC=., (08 Marks)
. Y & g
e &55 OR .
Explain in brief the Tiger hash. ¢ - (08 Marks)

Explain in brief in the sense.of uses for hash funct%n (i) Online bids: gl) Spam reduction

(08 Marks)
(08 Marks)
Explain the zero kgnowledge mechamsm wﬂh““dlagram (08 Marks)
¢ Wu“&? M
%@” | .,M OR ’
List and explain the AKE proto%ol goa1s w = (08 Marks)
List the stages of protocol de51gn and explain in bn@f y (08 Marks)
Y Module-a
Explam in brief the key: hfe cyicle with neat diagram. (08 Marks)

i,

Last and explain in brief the reasons why cry, to graphic keys have finite life times. (08 Marks)

Explain the followmg in brief with mspect to governing key management:

(1) Key management policies, gpractlces and procedures

(i) Key generation ceremony (08 Marks)
Explain in brief with diagram, 3-level key hierarchy and list the two advantages of

deploying keys in a hlera;'chy (08 Marks)
Module-5
Explain in brief the SSL key management. (08 Marks)
List and explain in* brief the SSL design issues. (08 Marks)
4% #
- OR
List and expldin in brief the WEP Confidentiality and Integrity Weakness. (08 Marks)
List the foﬁ“r design issues emerging from the study of GSM and UMTS and explain each in
brief.d. (08 Marks)

* %k % %k k




